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Distributed Systems
• Application that communicates with multiple dispersed 

hw & sw, in order to coordinate the actions of multiple 
processes running on different autonomus computer, 
over a communication network.

• Collection of systems that appears to the users
as a single system



Objectives of DS
• Transparency 

○ hides the resources, appears to its users as a single coherent system

• Openness 
○ Abilty to interact with services irrespective of underlying environment

• Reliability 
○ Ability to resolve request even if a resource fails

• Performance 
○ Availability and time to response

• Scalability 
○ Handling dynamic tasks, add resources vertically and horizontally



Types of Distributed Systems
• Cluster Computing
• Grid Computing
• Distributed storage systems
• Distributed databases



Cluster computing
• A set of computers that are grouped together in such 

manner that they form a single resource pool, that 
communicate over a high speed network.

• They work in parallel fashion with smaller task combined 
to form the final result.

• Clusters are connected  by LAN.

• Clusters are made up of similar
    hardware and software

Example:replicated and distribuite storage and backup server
for high demand web based application



Grid Computing
• Large number of small loosely coupled computer 

distributed across a large geographical area belonging to 
different persons and organization working in parallel and 
collaborative fashion.

• Unlike Clusters they use different hardware and software 
configurations

Example : BOINC(Berkley Open Infra structure 

of Network Computing)



Distributed Storage System 1/3
Goal is to protect the data in case of disk failure through 

redundant storage in multiple devices and to make data 
available closer to the user in massively distributed system.



Distributed Storage System 2/3
 
 

 RAID - Server Attached Redundant Array of Indipendent or 
inexespensive Disks -
1. Combines multiple physical drives into single logical unit.
2. Employed to support Data Redundancy, Performance 

Improvement, Disk failures.
3. There are totally 7 levels ranging from Raid 0 to Raid 6.
4. Each has the capability to provide support against disk 

failures!



Distributed Storage System 3/3

• NAS (Network Attached Storage) mainly uses TCP/IP 
protocol to transfer data across 

    multiple devices on network such as
    Ethernet, FDDI or ATM
• SAN (Storage Area Network) uses 

     SCSI setup on fiber channel.



Distributed Database System
• Collection of independent database system distributed 

across multiple computers that
    collaboratively store data in 
    such manner that a user can 
    access data from anywhere
    as if it has been stored locally
    irrespective of where the data 
    is actually stored.



Overview of Security
• Confidentiality

• Integrity

• Availability



An Example





Security for Computing Cluster
• Computation Cycle stealing
• Internode communication snooping

• Cluster service disruption

• DoS

• Exploitation Graphs [8]
○ A process to model system vulnerabilities and possible exploitations in  

specific cluster environments using exploitation graphs



Few Examples





Grid System Security (1/2)
• Middleware [3] provides the common communication 

infrastructure and makes the grid services available to 
applications and also allows for a uniform security 
configuration at the service container or messaging level.

• Grid authentication is based on Public Key Infrastructure 
(PKI) and capable of handling different type of user 
credential such as PKI, SAML, Kerberos tickets [5], 
password etc.



Grid System Security (2/2)
● Trust management – certificates and trust relations
● Grid Certification Authority (CA)





Distributed Storage System 
Security 

• Resource to protect are data stored in the storage devices 
• Access Entry points (attackers uses to gain access to 

assets of the system) [6]
○ Example: RPC, Configuration files

• CIAA threat model. Confidentiality, Integrity, Availability, 
Authentication.

○ Snooping storage traffic, buffer cache, deleted storage blocks
○ Modifying inode, Subversion attacks ( modifying PLT, GOT table)
○ DoS ( Exhaust inode)

• Data Life Cycle Threat Model Process



Inode Exhaustion

File Handle in Windows



Recovering deleted storage blocks



Distributed Database Security
• Distributed DBMS face more security threats and more complicated due to 

introduction of several new database models. 
• Multilevel secure database management system (MLS/DBMS) restrict 

database operations based on the security levels (military information 
classification abd access control). [7]

• A multilevel secure (MLS) database is intended to protect classified information 
from unauthorized users based on the classification of the data and the 
clearances of the users. 

• Traditional concurrency protocol ( Two Phase Locking, Time Stamp ordering) 
suffered from starvation of high security level transactions

• SMVCC ( Secure Multi version concurrency control)



Summary
• Security becomes more prominent when systems have 

been distributed across over multiple geographic locations.
• All the systems have the Common CIA triad as the heart of 

any security implementation, but also have their own 
peculiar security requirements.
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